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Abstract
[bookmark: _Hlk148588152]
This document was produced jointly by members of WG08 (MPEG Genomic Coding) and domain experts and is intended for presentation to WG02.
At the 2023/1 meeting, a proposal towards adaptable private data management of genomic information representation on large-scale cloud environment was discussed, and as the next step, it was planned to produce use case and requirement documents. 
There is growing interest in the dynamic consent of privacy in biomedical information overall and for genomic information. And given today’s cloud environment, more advanced system design might be possible to directly and promptly reflect such dynamic consent to access the results of analysis. Such mechanism gives greater trust for the data subject (provider of genomic information and health information) to provide their private data.
We have compiled use cases and requirements as a reference to guide future work. This document summarizes the use cases and requirements for such a system to generate broader interest and gather feedback.


1. Introduction
The importance of protecting biometric and genomic information privacy is increasingly recognized. However, there is currently no stable and widely agreed-upon policy for managing privacy in multilateral settings, such as international relations[1-9]. To address this issue, WG8 is discussing a proposed approach for a generic, flexible, and portable cloud-based adaptive decentralized protection scheme that can provide adaptive personal data protection in various changing environments [10-14]. This approach aims to provide a comprehensive solution to the complex challenges of protecting sensitive personal information while enabling its flexible use in diverse settings.
To generate broader interest and feedback, this document provides a summary of the use cases and requirements for such a system.
2. Use cases
(1) Filtering genomic data based on a dynamic consent for research 
This use case refers to conducting research on a cohort of genomic data, which can be shared, exchanged, merged, or filtered based on the dynamic consent of data subjects who provided the genomic samples.
(2) Nationwide electronic health records that include genomic data
This use case involves using nationwide electronic health records that include genomic data to perform big data analysis aimed at improving the health of the general public.
(3) Open-source and/or Interoperable software for genome information repository 
This use case refers to an open-source software for genome information repository that allows for the exchange of dynamic consent databases among consortiums and others, and which can be linked with consent databases. 
(4) Genomic data base that is designed specifically for pharmaceutical research.
This is a use case of subject database containing genomic data base that is designed specifically for pharmaceutical research.
(5) Multiple countries, seeks to facilitate the exchange of health data including genomic data.
 This use case is about treaty organizations that comprise multiple countries and seeks to facilitate the exchange of medical data, including genetic data, among them, while maintaining independent regulations to protect human rights.
(6) Long term protection of sensitive information
This use case relates to the need for appropriate protection of human rights when sensitive information is discovered during the accumulation of genome information for various research purposes or in the public domain.
3. Detailed description of use cases
Use case 1 - Filtering genomic data based on a dynamic consent for research.
A. Use case presentation
	
A – Use case presentation


	A.1
	Please describe the proposed use case illustrating the user experience


	
	This use case refers to conducting research on a cohort of genomic data, which can be shared, exchanged, merged, or filtered based on the dynamic consent of data subjects who provided the genomic samples.
This use case proposes the creation of a comprehensive and centralized genomic data repository to facilitate research efforts. The repository would encompass diverse data sources with varying dynamic consents. It is envisioned that the system would enable efficient identification and selection of relevant data for research purposes, while ensuring robust security measures to maintain data integrity and privacy. Such a system would greatly advance research efforts in genomics and drive scientific progress in the field.


B. MPEG Technologies
	
B - MPEG technologies


	B.1
	Are there any available MPEG standards/technologies addressing the use case?


	
	MPEG-G, MPEG-DASH, MPEG Smart Contract for Media

Note:
MPEG-G and MPEG-DASH are useful for efficient record transmission of genomic data for research. SmartContract helps classify research data.


C. Additional information
	B
C – Additional information



	C.1
	Please provide any additional information that you think relevant (e.g. service architecture…)


	
	GA4GH and ISO/TC 215 SC1 may be relevant.
fGA4GH is large community of potential users. And ISO TC215 standards is also major standardization community in this domain.

Following diagram shows hypothetical service architecture.
[image: ]
	Data Subject provides genomic data and manage their consent
	The system, which manage dynamic consent can extend new analyzer by the request of research. Privacy agent will evaluate analyzer and compliant personal information will be applied to the analyzer. New analysis method can be dynamically produce result. And resulting output is also protected by the DRM.
	Analyzed data from new analyzer will be provided to the researcher. 


 


Related requirements
	D – Related requirements



	D.1
	Please provide requirements


	
	Requirement 1, Requirement 4, Requirement 6, Requirement 7, Requirement 9

Note:
Dynamic consent is required, especially for research data because each research has very specific purpose.
Requirement 1	The standard shall include functionality to assist systems using dynamic consent in demonstrating accountability for the proper implementation of standards-based systems.
.
These are necessary requirements for research data so that they can be used efficiently in various environments.
Requirement 4	The standardization shall define option to be compatible with relevant MPEG standards, such as ISO/IEC 23001-7 Common encryption in ISOBMFF, ISO/IEC 23009-x DASH, ISO/IEC 21000-23 Smart contract for Media, and others.
Requirement 6	The standardization shall ensure the possibility to comply with regulatory and privacy laws by incorporating machine-readable methods of expressing interactions (ISO/IEC 000000 right expression languages).
Requirement 7	The standard shall support different distributed processing environments (e.g., cloud, blockchains, webs, URLs) and be implemented in these environments.



Use case 2 -	Nationwide electronic health records that include genomic data.
A. Use case presentation 
	
A – Use case presentation


	A.1
	Please describe the proposed use case illustrating the user experience


	
	This use case involves using nationwide electronic health records that include genomic data to perform big data analysis aimed at improving the health of the general public.
This use case presents a scenario where a national health database is utilized to incorporate genomic data for the purpose of promoting public health. The proposed health database would offer a valuable resource for statistical analysis, which can be utilized to enhance health promotion efforts. Additionally, the incorporation of genomic data would facilitate research on drug efficacy, thereby potentially leading to advancements in medical treatment.

Moreover, the implementation of such a health database can help alleviate concerns that users may have about the safety and privacy of their personal health information. By ensuring appropriate measures are taken to secure the data and maintain user privacy, users can be assured that their data is being used for the intended purpose of promoting public health.


B. MPEG Technologies
	
B - MPEG technologies


	B.1
	Are there any available MPEG standards/technologies addressing the use case?


	
	MPEG-G, MPEG-DASH, MPEG Smart Contract for Media
Note:
MPEG-G and MPEG-DASH are useful for efficient storage and transmission of genomic data for national health record. De jure standard is good for this purpose.  SmartContract helps classify research data.


C. Additional information
	B
C – Additional information



	C.1
	Please provide any additional information that you think relevant (e.g. service architecture…)


	
	Given that the national electronic health record system is integral to the health administration of each country, it is imperative to develop a standard that accounts for the significant variability in this system across different countries. In order to safeguard personal information related to genomic data, it is necessary to incorporate additional processing methods into diverse health information databases. Such methods would serve to protect sensitive information and ensure its appropriate usage. 

Following diagram shows hypothetical service architecture.
[image: ]
	Data Subject provides genomic data and manage their consent
	The system is integrated with national health record but manage protection of genomic data from inappropriate use. Use of genomic data will be managed by privacy agent and may be controlled by dynamic consent of data subjects.
	Government may use subset of health record for the analysis combining health data with genomic data. 


 


D. Related  requirements
	D – Related requirements



	D.1
	Please provide requirements


	
	Requirement 1, Requirement 2, Requirement 3, Requirement 4, Requirement 5, Requirement 6, Requirement 7, Requirement 8, Requirement 9

Note:
All requirements are relevant in this use case because it is large database operated by public organization so all requirements are necessary.



Use case 3 - Open-source software for genome information repository.
 
A. Use case presentation 
	
A – Use case presentation


	A.1
	Please describe the proposed use case illustrating the user experience


	
	This use case refers to an open-source software for a genome information repository that allows for the exchange of dynamic consent databases among consortiums and others, and which can be linked with consent databases.
This particular use case involves the creation of a tool, based on established standards, for a genomic data database that operates on an open-source platform. The development of such open-source tools significantly enhances the accessibility of genomic information, enabling diverse users to leverage and tailor it to their specific needs.


B. MPEG Technologies
	
B - MPEG technologies


	B.1
	Are there any available MPEG standards/technologies addressing the use case?


	
	MPEG-G, MPEG-DASH, MPEG Smart Contract for Media


C. Additional information
	B
C – Additional information



	C.1
	Please provide any additional information that you think relevant (e.g. service architecture…)


	
	As a reference software, this open-source tool offers a valuable resource for the standard under consideration. By presenting the core functionalities of the standard in compact and easily comprehensible implementation modules, the expectation is that the scope of the standard's applications will be significantly broadened.



Following diagram shows hypothetical service architecture.
[image: ]
	Data Subject provides genomic data to various services.
	The genomic database can be used any service and integrated into their system.
	The service can also use analysis data but analysis is managed to adopt dynamic consent.






D. Related  requirements
	D – Related requirements



	D.1
	Please provide requirements


	
	Requirement 1, Requirement 2, Requirement 3, Requirement 4
Note:
The open source software is intended to provide adaptive privacy management therefore Requirement 1 is meant to necessary.
Requirement 1	The standard shall include functionality to assist systems using dynamic consent in demonstrating accountability for the proper implementation of standards-based systems.

There are all kinds of possible usage environments, and many other requirements may not be necessary, but it is surmised that Requirement 2,3,4 would be very useful in any case.
Requirement 2	The standard shall provide the capability to safeguard the analytical outcomes of genomic information, using dynamic consent, in the same manner as the genomic information.

Requirement 3	The standardization shall support the technologies that aid in dynamic consent and ensure the privacy of genomic data and metadata, satisfying the compatibility to the ISO/IEC 23092-x standard series (MPEG-G).

Requirement 4	The standardization shall define option to be compatible with relevant MPEG standards, such as ISO/IEC 23001-7 Common encryption in ISOBMFF, ISO/IEC 23009-x DASH, ISO/IEC 21000-23 Smart contract for Media, and others.



Use case 4 - Genomic data base that is designed specifically for pharmaceutical research.
A. Use case presentation 
	
A – Use case presentation


	A.1
	Please describe the proposed use case illustrating the user experience


	
	This is a use case of a subject database containing genomic data base that is designed specifically for pharmaceutical research.
The aim of this use case is to propose a genomic database dedicated to pharmaceutical research. In this context, the genomic data of individuals can be leveraged for the development of new pharmaceuticals, and individual consent is obtained specifically for research purposes. Systematic processing of this data is deemed to be highly beneficial.


MPEG Technologies
	
B - MPEG technologies


	B.1
	Are there any available MPEG standards/technologies addressing the use case?


	
	MPEG-G, MPEG-DASH, MPEG Smart Contract for Media


C. Additional information
	B
C – Additional information



	C.1
	Please provide any additional information that you think relevant (e.g. service architecture…)


	
	PharmaLedger and other established information exchange formats are increasingly gaining traction in the pharmaceutical industry. To expand the reach of this standard, it is crucial to improve its interoperability with these widely-used formats. This would enhance the accessibility and integration of the standard within existing industry practices.
Ref - https://pharmaledger.eu/


D. Related  requirements
	D – Related requirements



	D.1
	Please provide requirements


	
	Requirement 1, Requirement 2, Requirement 3



Use case 5 - Multiple countries, seeks to facilitate the exchange of health data including genomic data.
A. Use case presentation 
	
A – Use case presentation


	A.1
	Please describe the proposed use case illustrating the user experience


	
	  This use case is about treaty organizations that comprise multiple countries and seeks to facilitate the exchange of medical data, including genetic data, among them, while maintaining independent regulations to protect human rights.
As regulations pertaining to genomic data vary across different countries, the transfer of such data across borders is subject to different sets of rules and regulations. Given that genomic data constitutes personal data, the transfer of this information is subject to various restrictions. Therefore, the development of systems that facilitate the cross-border transfer of genomic data while ensuring compliance with relevant regulations is an essential use case for this standard.


B. MPEG Technologies
	
B - MPEG technologies


	B.1
	Are there any available MPEG standards/technologies addressing the use case?


	
	MPEG-G, MPEG-DASH, MPEG Smart Contract for Media


C. Additional information
	B
C – Additional information



	C.1
	Please provide any additional information that you think relevant (e.g. service architecture…)


	
	Given the sensitivity of medical and health data, it is important that transfers of such data across borders occur in a secure and appropriate manner. On the one hand, the ability to transfer such information across countries is necessary to protect the lives and health of individuals. To this end, each country establishes regulations that stipulate the acceptable forms of data transfer. In this context, it is imperative that standards define a set of interoperability requirements that genomic databases shall meet while adhering to the various rules and regulations governing cross-border transfers of personal information.


Following diagram shows hypothetical service architecture.
[image: ]
	Clinical trial applicant is data subject in this case. They voluntarily provides genomic data for the analysis but may manage consent.
	The genomic database can be used for the analysis of the clinical trial. Thus, clinical trial can be analyzed against genetical attribute. But the genetical attribute can be sensitive attribute in meantime. So adaptive privacy management is beneficial to execute clinical trial in more detailed but ethically appropriate.
	Clinical analysis result can be managed appropriately.







D. Related  requirements
	D – Related requirements



	D.1
	Please provide requirements


	
	In this case, all requirements are relevant because such application need high level of compatibility.
Requirement 1, Requirement 2, Requirement 3, Requirement 4, Requirement 5, Requirement 6, Requirement 7, Requirement 8, Requirement 9



Use case 6 - Long term protection of sensitive information.
A. Use case presentation 
	
A – Use case presentation


	A.1
	Please describe the proposed use case illustrating the user experience


	
	This use case relates to the need for appropriate protection of human rights when sensitive information is discovered during the accumulation of genome information for various research purposes or in the public domain.
Given the rapid pace of progress in genomic research, it is difficult to predict the nature of the sensitive information that may be derived from genomic data in the future. Therefore, in order to safeguard human rights and protect against any potential negative consequences arising from the long-term sharing of genomic data, it is crucial to establish mechanisms for controlling the terms of consent on an ongoing basis, through the use of dynamic consent. In this context, the long-term protection of sensitive genomic information emerges as an important use case.


B. MPEG Technologies
	
B - MPEG technologies


	B.1
	Are there any available MPEG standards/technologies addressing the use case?


	
	MPEG-G, MPEG-DASH, MPEG Smart Contract for Media


C. Additional information
	B
C – Additional information



	C.1
	Please provide any additional information that you think relevant (e.g. service architecture…)


	
	The protection of personal information, particularly in cases where the value of the data changes over time, such as with genomic information, is still an evolving field. Both legal and technical developments in this area are expected to continue. In order to explore this use case, it is pertinent to consider and integrate various privacy protection technologies and the latest research pertaining to the privacy of genomic information.

Following diagram shows hypothetical service architecture.
[image: ]
	In this scenario, anyone who wants to ensure long-term protection should use this system.
	Therefore, all services, organizations, and laboratories that wish to work with those people's genomic data should also use systems of dynamic privacy.
	Genomic data and all analytical results will be protected so that even if new sensitive attributes are identified, data subjects may withdraw their consent to the use of such attributes.






D. Related  requirements
	D – Related requirements



	D.1
	Please provide requirements


	
	Requirement 1, Requirement 2, Requirement 9

Note:
For this functionality, Requirement 1 and Requirement 2 are minimum necessary functionality.

Requirement 1	The standard shall include functionality to assist systems using dynamic consent in demonstrating accountability for the proper implementation of standards-based systems.

Requirement 2	The standard shall provide the capability to safeguard the analytical outcomes of genomic information, using dynamic consent, in the same manner as the genomic information.



4. Requirements
Requirement 1 [bookmark: _Ref132920389]The standard shall include functionality to assist systems using dynamic consent in demonstrating accountability for the proper implementation of standards-based systems.

Requirement 2 [bookmark: _Ref132920718]The standard shall provide the capability to safeguard the analytical outcomes of genomic information, using dynamic consent, in the same manner as the genomic information.

Requirement 3 [bookmark: _Ref132920735]The standardization shall support the technologies that aid in dynamic consent and ensure the privacy of genomic data and metadata, satisfying the compatibility to the ISO/IEC 23092-x standard series (MPEG-G).

Requirement 4 [bookmark: _Ref132920537]The standardization shall define option to be compatible with relevant MPEG standards, such as ISO/IEC 23001-7 Common encryption in ISOBMFF, ISO/IEC 23009-x DASH, ISO/IEC 21000-23 Smart contract for Media, and others.

Requirement 5 [bookmark: _Ref132920776]The standardization shall incorporate anonymization/pseudonymization methods specified by various regulatory authorities and provide the flexibility to add new specifications as they become available.

Requirement 6 [bookmark: _Ref132920567]The standardization shall ensure the possibility to comply with regulatory and privacy laws by incorporating machine-readable methods of expressing interactions (ISO/IEC 000000 right expression languages).

Requirement 7 [bookmark: _Ref132920580]The standard shall support different distributed processing environments (e.g., cloud, blockchains, webs, URLs) and be implemented in these environments.

Requirement 8 The standard shall support different distributed processing environments (e.g., cloud, blockchains, webs, URLs) and be implemented in these environments.

Requirement 9 The standard shall make available factors such as risk sharing, defense in depth, and security updates that are sufficient to protect security.
5. UML description of the system
Figure 1 depicts the Use Case diagram. Registrants of DNA sequences provide consent to multiple consent items. The system's basic structure can be described using the Unified Modeling Language (UML) Figure 2. There exists an n:m relationship between consent items and registrants. Moreover, there is an n:m relationship between the specific permission item and the consent item, which is managed by the Privacy Agent.
The Permission object is responsible for specifying the following processing actions: query, anonymization, analyzer, and DRM. To use genomic sequence data, all specified processing actions shall be applied, and appropriate anonymization and DRM measures shall be applied. The execution of queries and analyzers is only permitted upon necessary condition for using genomic sequence data.


Figure 1 Initial UML use case diagram


[bookmark: _Ref156512667]Figure 2 Initial UML class diagram
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